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Recent studies have shown that many organizations are now reaping the benefits of 
the Internet of Things (IoT). However, despite the concept’s undeniable appeal to 
businesses, nearly 60% 1 of all such transition projects ultimately fail. To help you 
determine whether your business processes are suited to IoT, we provide an 
overview of the technological concept here. We also discuss the pitfalls to avoid and 
the steps to take for a successful implementation in a business context. 
 

What is IoT? 
The Internet of Things, or IoT, is a means of connecting devices, places and 
environments to the Internet. A growing number of physical objects are now 
connected to the Web, which results in communication between devices and their 
digital presence. These connections make it possible to collect new forms of data, 
knowledge and information according to the objects’ use on the network. 
Seen as part of the third phase of the Internet, or Web 3.0, IoT offers an exceptional 
opportunity for industries to connect products and transform their functionalities. This 
shift also has a considerable impact on marketing and customer service.  
 

More organic than it sounds 
All systems are made up of parts that communicate with each other in order to 
function efficiently. The human body, for example, responds to signals from the brain 
and sends back information, enabling us to interpret the environment around us. 
Although the concept of the Internet of Things may appear quite artificial, it operates 
much like the body. 

• The nervous system, which transmits information from the sensory organs 
and delivers information from the brain to the body, is similar to a 
communications network. 

• Like the sensors embedded in modern electronic devices, the body’s sensory 
organs collect information from the environment. 

• The muscles react to the impulses sent by the brain, and thus operate as 
actuators. 

• The information sent to the brain is stored in our memory, which is our own 
personal database. 

• Lastly, the brain organizes the memory’s data and uses it for learning. The 
same principle applies to artificial intelligence. 
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How do businesses take advantage of IoT, in practical terms? 
In the business context, IoT has many benefits for organizations that want to optimize 
their internal processes, their products or their services. The convergence of 
equipment, data, users and systems is forming the basis of a new ecosystem, 
providing scope for innovators to seize opportunities. 
 
Product improvements 
Through connectivity, businesses improve their operational efficiency and are better 
able to track their products, which in turn gives them more information about how 
they function and are used. Remote upgrading and connectivity foster continuous 
optimization, in addition to improving customer experience, reducing operating costs 
and increasing product reliability. 
 
Greater operability 
Connected operations provide real-time information about an organization’s assets 
and equipment, thus adding value to business data. Automated tasks generate fewer 
errors, which reduces costs and increases reliability. Thanks to connected activities, 
companies can set up predictive maintenance and are able to optimize their 
processes, thus reducing costs and minimizing interruptions. 
 
Increased compatibility 
By using IoT to test new technologies before rolling them out, organizations are able 
to bring integration projects to fruition more quickly, while reducing their costs. In a 
constantly evolving market, it becomes more and more difficult to clearly identify the 
best tools to adopt. The Internet of Things simplifies the process of selecting software 
and hardware resources. 
 
Innovation 
Innovative ideas and new technologies, when combined with the power of a vast 
network of interconnected devices, give rise to major opportunities within an industry. 
By facilitating the integration of new functionalities, IoT truly drives commercial 
innovation. 
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System components 
An IoT system has many technological pieces. It consists primarily of connected 
devices, wireless communication networks, data collection/processing platforms, 
applications for end users and tracking of the entire chain. Due to the system’s 
complexity, an overview of all of its components provides greater insight into how it 
works. 
 
Software 

• Virtual product representation 
• Application (use and configuration) 
• Product logic (software architecture) 

Hardware 
• Sensors (e.g.: microphone, camera, detectors) 
• Actuators (e.g.: activation/reset buttons) 
• On-board systems (electronics and independent computer systems) 

External systems 
• External data  
• Related products 
• Business systems (ERP, CRM, etc.) 

Communication networks 
• Protocols (HTTP, etc.) 
• Communication types (LTE, 5G) 

 

Main factors hindering implementation 
Numerous factors, both technical and organizational, come into play in determining 
whether a business can negotiate each of the phases of transitioning to IoT. Leaders 
who take these factors into consideration before embarking on the journey can avoid 
headaches and minimize setbacks. 
 
Technical complexity 
Due to the highly complex nature of IoT projects, very few businesses have all the 
tools necessary to plan and execute a successful process. Organizations that are 
serious about their project must therefore invest in new technological resources, 
something that takes significant time. 
 
Lack of budget  
Although it’s difficult to set a fixed budget for business implementation in advance, 
the amounts involved will definitely be significant. On top of holding up the execution, 
this factor discourages many businesses from moving beyond the initial phases. 
Studies have shown2, however, that a project’s chances of success increase 
considerably with every completed phase of implementation.  
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Insufficient knowledge or skills 
Not many businesses have the required integration and data analysis expertise to 
take full advantage of IoT capacities. Industries all have major knowledge gaps 
among their leaders and the people in charge of the transition. Integration teams 
must therefore call upon external expertise to bring their projects to fruition. 
 
Limited access to information 
Despite the publication of some case studies for business, documentation regarding 
IoT is still too limited to provide clear guidance to business leaders regarding the 
targeted potential of the technology. The concept’s appeal to executives is 
undeniable, but they must devote more energy to research and assessing viability 
before they take the plunge into integration. 
 
Security 
Security is a deterrent to the adoption of many technologies, and IoT is no exception. 
The reluctance stems mainly from certain flaws in the development and 
management of business processes. In addition to worrying about the security of their 
own data, organizations have to make sure they protect data collected from clients 
and partners. After all, loss of data causes interruptions, compromises smooth system 
operation and is a major risk for a business’s reputation. 
 
Poorly defined objectives 
Before undertaking an IoT project, executives must have an overview of their needs 
and objectives in order to clearly identify the opportunities that can be derived from a 
successful implementation. It is therefore important to think about concrete project 
outcomes in order to prepare effectively and select the right system components. 
Preparation is often neglected due to lack of time or resources, thus making 
subsequent phases harder to achieve.  
 
Organizational issues  
Like any major change in a business, IoT integration has its share of organizational 
issues. The introduction of new technologies often leads to resistance to change 
within the workforce, particularly if the educational side of the transition is neglected. 
The various departments of an organization must also adapt their work methods, 
complicating matters for ensuring cooperation. 
 
Connectivity  
The people in charge of a transition project must also take into account the various 
types of connections that will make up the system. Based on the network’s use and 
components, issues with coverage, latency or reliability of connections may 
compromise project execution and completion.  
 
Client/supplier issues 
Close working relationships and effective communication with suppliers are two key 
factors in making any transition a success. Before the work begins, there must be an 
emphasis on careful selection of team members to ensure they are competent and 
available. Along the way, lack of communication or insufficient follow-up will have a 
negative impact on execution of deliverables and compliance with deadlines. 
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Ineffective in-house solutions 
In addition to selecting competent suppliers, organizations must ensure that the 
suppliers’ proposed products actually meet their needs. Although in-house supplier 
solutions may be appealing, they need to have been proven in a business context. 
Those in charge of the integration therefore need to pay close attention to viability 
and effectiveness of the proposed processes based on their objectives. 
 
Lack of consultation  
A number of technical questions can crop up when adopting a technology as 
complex as IoT. Suppliers generally have to call on external expertise to resolve 
specific issues and give the client adequate information prior to implementation. The 
highly specialized resources in this field are in strong demand, however, so this can 
cause significant delays. 
 

Technical and commercial challenges to overcome 
Implementation of a new technology in a business context always involves 
uncertainties. Does the current infrastructure need to be upgraded to accommodate 
the new functionalities? Does the software ecosystem need to be updated? Will the 
transition have an impact on ongoing activities? The integration leaders need to be 
discerning to avoid surprises.  
 
Scalability 
Many data sources are generated from implementing an IoT system. Due to the large 
quantity of information to collect and process, configuring applications based on 
connected things presents a challenge of its own. Since applications are often related 
to the business’s tools, development must be taken into account from the initial 
stages of implementation to ensure system continuity. 
 
Software development 
An IoT system has many software components spread out among heterogeneous 
environments. Since traditional software engineering approaches do not factor in the 
level of infrastructure complexity, development of software systems and 
architectures may be a significant barrier for companies wanting to integrate multiple 
technologies into their solution. 
 
Hardware integration 
Although the network concept is not new in business systems, the infrastructure in 
place generally uses a dedicated, closed communication system out of a concern for 
security and stability. In the IoT context, the equipment is connected to external or 
open networks, which makes integration of technology into a legacy system more 
complex. 
 
Security 
Although having interconnected things boosts business productivity considerably, the 
resulting communication also poses security risks. And although leaders may be 
aware of the need to protect computer devices, the security issues related to IoT 
systems are less well understood. Interconnected peripheral devices, which use 
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different operating systems or have no operating system at all, also require a different 
approach to cybersecurity.  
 
Quality of connectivity 
The choice of network is another major factor in carrying out an IoT project. Poor 
connectivity will hamper real-time data transmission in the system, which 
complicates tracking and collection. Information transfer is also critical to updating 
peripherals across the network. 
 
Data collection and analysis 
As the number of interconnected things increases, the data generated by IoT grows. 
To collect and analyze the data in real time, businesses must have analytical tools 
that are up to the task. If the baseline data are distorted by inadequate analytical 
models, their relevance and accuracy will be heavily affected.  
 
Compliance with budgets and deadlines 
Given the issues that can impact the execution of an IoT project, very few businesses 
manage to complete their projects on time and on budget. Whether technical or 
operational, the challenges are too numerous to set specific objectives from the 
outset of the project. Following up with suppliers regularly is thus a critical task during 
implementation. 
 
Return on investment 
The difficulty in demonstrating an accurate return on investment is one of the main 
reasons some businesses are reluctant to initiate a transition to IoT. Organizations can 
rely on case studies to develop useful profitability analyses to quantify productivity 
gains, but these reports are difficult to obtain or are too specific.  
 
Integration 
A successful IoT project relies primarily on successfully integrating technology into 
the business’s activities. To achieve this, organizations must maintain a focus on their 
overall strategy and long-term goals. Failure to manage the technical and operational 
integration phase will have major consequences for short- and long-term results. 
 
Expertise required 
IoT is a complex environment for which every aspect requires specific expertise and 
knowledge. Very few businesses have direct access to technological expertise 
combining system development, connection of infrastructure to devices, data access 
and management and cybersecurity, to give just a few examples. 
 
Partner ecosystem 
Due to the limited access to expertise, businesses that are serious about their project 
need to call on a number of different resources to organize, coordinate and manage 
the migration process. The exercise involves establishing connections between the 
groups, trades, technology partners and governance authorities involved in the 
process. The complexity of the task thus forces organizations to strengthen their 
managerial profiles and accept the collaborative nature of projects. 
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Concrete solutions for a successful migration 
In light of the previous sections, it may seem like there are many deterrents for a 
business that wants to jump into an IoT business project. Fortunately, a number of 
solutions are available to organizations that want to take advantage of the 
technology’s considerable benefits. As is often the case for various types of projects, 
the key to success is preparation, organization and coordination. 
 
Be prepared to ask for help 
Implementing the Internet of Things in a business requires a wide range of skills that 
are sometimes difficult to recruit due to the excitement surrounding the new 
technology and the complexity of the job. Businesses that combine in-house 
knowledge with the external expertise of an IoT platform supplier with a solid track 
record in integration will be ahead of the game. Such suppliers, in addition to helping 
organizations obtain the documentation required for an effective strategy, often have 
access to specialized resources that are familiar with the intricacies of IoT 
implementation. 
 
Call on a variety of specialists 
In a migration context, leaders who build teams of people with the right skill sets and 
abilities generally achieve better results. Because of the numerous areas of 
application they rally, those in charge of an IoT implementation must take advantage 
of expertise specific to their business use or sector. On such projects, the applicable 
skills go far beyond basic technology and the team may include the following:  

• Data scientists 
• Cloud computing architects 
• Communications experts 
• Infrastructure experts 

Opt for an IoT platform 
An IoT platform combines a number of services that make it possible to collect, store, 
correlate, analyze and exploit data. For an additional cost, the tool can also offer new 
services to internal teams or clients, monitor the computer infrastructure more 
efficiently and facilitate decision-making using indicators. Depending on the services 
provided, platforms may offer particular benefits for different types of projects and fit 
seamlessly into an IoT strategy to create additional value.  
 
Work with a cloud computing partner 
Cloud computing partners allow organizations to access cutting-edge applications 
and computer infrastructure, while relieving them of the burden of configuring and 
maintaining these tools. In addition to saving considerable time and money, 
businesses that opt for cloud-based solutions are able to adapt more quickly to 
market changes, particularly due to the greater scalability of the cloud’s capacity. 
 
Focus on security 
A key step in protecting IoT systems is to embed security as a project component. By 
applying security principles consistently across all devices, applications and services 
making up the solution, businesses will have better control over their IoT 
environment. Secure modules and control tools can make it possible, for example, to 
perform email authentication for security notifications and send alerts to all levels of 
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users. Compliance frameworks also provide recommendations to organizations and 
suppliers regarding the policies and regulations in force. 
 
Prioritize data management 
Access to a huge quantity of real-time data is a considerable advantage for 
businesses. However, leaders who want to take full advantage must develop an 
information management strategy and must do so before the hardware procurement 
phase. They must also adopt methods and tools for monitoring the IoT data sent to 
cold storage or fully archived. Establishing rules for data management at the outset 
will also help ensure a structure for the information collected, thus adding value to 
the project. 
 
Manage assets proactively 
Managing business assets is key to acquiring the visibility necessary for controlling 
intelligent devices and infrastructure. Effective planning, combined with an intelligent 
and proactive approach to procurement, will help facilitate each of the subsequent 
project phases. Organizations must also take local regulations into account in 
establishing a relevant acquisition and communication strategy. 
 
Take advantage of edge computing 
Edge computing is defined as a computer architecture for IoT environments that 
involves processing data and keeping resources near the terminals and sensors. This 
complement to cloud computing solutions makes it possible to reduce the costs 
associated with managing bandwidth while obtaining more detailed analytics and 
faster response times since data is processed continuously. It also offers a great way 
to balance the work to be completed and reduce the amount done through cloud 
computing, thus controlling costs. 
 

Conclusion 
In closing, we note that for an IoT project to succeed, organizations need to call on 
qualified resources with a recognized network of partners who can guide them in 
choosing the various technologies to integrate. In addition to increasing the overall 
performance of the system, this will help reduce costs and project lead times. 
Due to the strategic issues and greater complexity of this type of implementation, 
suppliers must have a thorough understanding of the business’s activities and 
objectives in order to propose the solutions best suited to its needs. Based on system 
use and the solution’s constraints, the experts will be able to propose the most viable 
avenues. The exercise does not involve meeting a network coverage need, but rather 
identifying the combination of technologies that will make it possible to achieve an 
effective system and easily integrate the required features into it. 
This phase of knowledge evaluation and acquisition will make it possible to set up a 
partnership based on mutual success. The business can then focus on its operations, 
while its partner ensures maintenance and evolution of its IoT system. 
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