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Introduction 

alidation.  It is a term that often sparks conversation and sometimes debate 

within life sciences companies.  How much validation is required?  Can you 

validate applications in the cloud? How much validation testing is required?  How 

do I maintain the validated state in the cloud?  How do we validate virtual systems 

environments? How does cybersecurity impact validation? How do we manage change 

control with validated cloud applications and what does the FDA say about all of this 

are important questions to ponder.   Lately, there is rapid adoption of cloud applications 

among life sciences companies.  As companies seek to do more with less and optimize 

their internal processes, they are adopting cloud-based solutions to drive mission-

critical business processes.  Large players such as Microsoft have stepped up their 

compliance efforts providing unprecedented levels of assurance to its client base that 

their technical environments are up to the challenge.  

 
In February 2010, Microsoft released its game-changing cloud computing service known 

as Windows Azure.  In March 2014, the company change the name to Microsoft Azure.  

Azure has over 600+ cloud services available in over 34 regions across the globe.  

Leveraging this platform of cloud services, Microsoft has released its first-ever cloud-

based Enterprise Resource Planning system marketed as Microsoft Dynamics 365 

(“Dynamics 365”).  The vision of Microsoft Azure coupled with Dynamics 365 was to help 

life sciences companies process, transform, visualize and manage supply chain and quality 

data in unprecedented ways.     

 

The philosophy of the product was to eliminate technology “silos” common in the 

deployment of enterprise technology and deliver a more unified user experience.  Unlike 

previous iterations of Microsoft technology, Azure offers advanced capabilities never 

offered including Azure IoT (“Internet of Things”).  With the Azure platform, Microsoft has 

integrated an AppSource store.  Through Microsoft AppSource, users now have the ability 

to download applications from various App vendors complimentary to Dynamics 365. 

 

If Dynamics 365 and Azure are used for quality and GMP processes, the system must be 

validated in accordance with global regulatory guidelines.  The architecture, Azure 

platform, AppSource, IoT and other capabilities of Dynamics 365 and Azure raise 

interesting questions and challenges for computer systems validation.  The combination 

of Dynamics 365 and Azure is a real game-changer not only for Microsoft but for validation 

teams tasked with executing validation in this environment.   

 

The goal of this white paper is to examine the architecture and infrastructure of the 

Dynamics 365 and Azure environment to better understand its impact on the validation 

process. Dynamics 365 and Azure will have a profound impact on computer systems 

validation processes. This white paper will also explore the principles of lean validation 

and current best practices and new strategies related to the validation and verification of 

Dynamics 365 and Azure.

V 
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“Lean Validation 

assumes automation 

using the latest 

advanced 

technologies to 

ensure a repeatable 

process and 

sustained 

compliance over 

time”    

Principles of Lean Validation 

Why Lean?  Lean manufacturing is founded on the principle of doing more with less.  In 

basic terms, lean means creating greater value with fewer resources. Lean organizations 

understand value and focuses its key processes to continuously increase it. Lean is a 

systematic method for the elimination of waste within a manufacturing system.   The same 

lean principles used to optimize manufacturing process efficiency can be applied to 

computer systems validation to help minimize waste throughout the validation process.   

 
Today’s validation engineers are tasked with validating business systems that are 
increasing in complexity and more demanding from a compliance perspective. Business 
systems such as the Microsoft Dynamics 365 ERP system are designed to manage the full 
supply chain process, field service, and customer relationship management data in a 
seamlessly integrated manner. The focus of lean validation as applied to Dynamics 365 is 
to eliminate waste and inefficiencies in the validation process while maximizing the value in 
integrating quality throughout the same process. Lean validation assumes automation using 
the latest advanced technologies to ensure a repeatable process and sustained compliance 
over time. 

 

  
     Figure 1 - Lean Validation Overview 

 
Lean validation processes leverage advanced technology designed to fulfill the technical, 
business and compliance requirements for software validation eliminating the use of 
manual, paper-based processes. Optimized validation processes are deployed using the 
latest global best practices to ensure the right amount of validation rigor based on critical 
quality attributes, risks, Cybersecurity and other factors.   
 
As we address considerations for the validation of Dynamics 365, our strategy will be based 
on the following five lean validation principles as illustrated in the figure below. 

 
 
 
 
 

IV&V Process 
Improvements
21st century validation 

principles and best 
practices for today’s 

computing environments

Validation 
Automation
Leverage latest 

automated tools to 
ensure repeatable 

processes and sustained 
compliance.

Eliminate Waste & 

Inefficiencies

Leverage current best practices, 
validation toolkits, and automation to 

eliminate waste and save time/$$

Optimize Validation 

Processes

Streamline manual validation 
processes through automation and 

improve validation rigor.

Maximize Value & 

Integrate Quality

Build repeatable validation 
processes to ensure sustained 

compliance and quality over time.

Lean 
Validation
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Figure 2 - Lean Validation Principles 

 
The five principles of lean illustrated above are derived from lean manufacturing principles. 
Lean validation is powered through people, processes and technology.  Automation drives 
lean validation processes.  For years, automation has eluded the validation process.  Many 
validation engineers still manually develop test scripts using antiquated screen capture 
technology to capture and paste screen shots in Microsoft Word documents to provide 
objective evidence of ‘expected results’ and ‘actual results’.  This is a clear example of waste 
and one practice that is a significant drain on resources.  Applying lean principles to validation 
can drive significant improvements in validation cycle times, productivity, and greater 
efficiency throughout the validation process.  This will result in lower costs, improved software 
quality, and sustained compliance. 
 
PRINCIPLE 1 – IDENTIFY VALUE – This principle defines the genesis of lean.  The “value 
principle” in lean manufacturing means that value is always defined by the end customer. 
The validation process is designed for assuring that software applications meet their intended 
use.  The end customer is the business entity as well as the regulator.  The key benefits and 
value derived from the validation process is greater software quality, enhanced ability to 
identify software defects due to greater focus, elimination of inefficient and wasteful 
practices, and the ability to implement, validate and deploy advanced technologies such as 
Microsoft Dynamics 365 in a more streamlined yet compliant manner.    
 
PRINCIPLE 2 – MAP THE VALUE STREAM – In lean manufacturing, it is important to 
identify all the steps in the value stream for a manufacturing process and eliminate when 
possible those steps that do not create value.  The same is true from a validation perspective.  
As advanced cloud-based systems such as Dynamics 365 are released to the market, it is 
important to examine the impact on the validation process and eliminate steps in the process 
that do not create value or get us closer to the goal which is software quality and compliance.  
There are many wasteful steps in the validation process that can be identified as “non-value-
add” that can be eliminated to optimize the process.   For Dynamics 365 validation, we have 
examined validation cloud processes and mapped the value stream for greater optimization. 
 
PRINCIPLE 3 – CREATE FLOW - An essential step to achieving a lean process is to ensure 
that the value-creating step occur in tight sequence so the manufactured product flows 
smoothly towards the customer. When validating Dynamics 365, it is important to understand 
the path to achieving a “go-live” system depends on the smooth transition from Dynamics 
365 commissioning, to development/configuration, to independent validation (IV&V) and 
ultimate deployment (go-live).  In the absence of lean validation processes, this “flow” can 
be sometimes disjointed, cumbersome, time-consuming and costly if not completed correctly.  
Lean validation processes are designed to allow validation workflow to smoothly transition 
from one project lifecycle stage to another to facilitate a rapid go-live for the project. 
 
 
 
 

Value
Value from a validation perspective is expressed in terms 
of the quality and compliance of the validated system.

Value Stream
Agile validation activities required for validation with non-
value-added processes eliminated for optimal control.

Flow
Seamless automation of the validation process to ensure 
consistency and compliance.

Pull
A risk-based approach to computer systems validation 
where risk drives level of validation due diligence.

Perfection
Constant pursuit of excellence and continuous 
improvement in the identification and removal of waste as 
well as automation along the validation value stream.

Lean 

Validation 

Principles

Technology
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PRINCIPLE 4 – ESTABLISH “PULL” – The principle of “pull” in a lean manufacturing 
environment encourages a “make-only-as-required” philosophy.  In other words, pull the 
value according to the customer’s demand.  From a validation perspective, pull refers to the 
level of validation due diligence required or “validate-only-as-necessary.”  The level of 
validation due diligence required should be based on risk – regulatory risks, legal risks, 
technical risks, and/or business risks.  Therefore, the principle of “pull” for the validation of 
Dynamics 365 mandates a risk assessment. 
 
PRINCIPLE 5 – SEEK PERFECTION – One of the widely accepted principles of quality is 
consistently doing things correctly.   The idea of total quality management is to systematically 
and continuously remove the root causes of poor quality from the process—ever moving 
towards perfection.  In lean manufacturing environments, perfection does not just mean 
quality. It refers to the production of exactly what the customer wants, when they want it and 
at the price they want it with minimal waste.   
 
Although Principle 5 in lean validation is to strive for perfection, this does not mean “defect-
free” software quality. Rather it means conducting risk-based validation processes to ensure 
that a software application meets its intended use in the most cost efficient, effective manner 
possible.  In developing our strategy for the validation of Microsoft Dynamics 365, we are in 
the relentless pursuit of perfection as we “go lean.”   
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Did You Know? 
Most organizations do 

not have Standard 

Operating Procedures 

(SOPs) that provide 

governance for cloud 

validation and 

cybersecurity related 

to validated systems. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

12 Recommendations To Validate D365 & Azure 
 
It is important to understand that Microsoft Dynamics 365 and Azure can be validated.  The 
process for the validation of cloud applications differs somewhat from on-premise applications 
but the principles of validation endure.  You still MUST validate all computer systems that 
manage GxP or quality processes and those systems subject to 21 CFR Part 11.   
 
The following recommendations highlight key considerations for a practical approach for the 
validation of Microsoft Dynamics 365 and Azure.   
 
 

  
Figure 3- (12) Recommendations For The Validation of D365/Azure 

 

It is critically important to make the following points concerning the recommendations 
above: 

 
 D365 is fully cloud-based. 

 In addition to your internal supplier audit process, it is strongly recommended to 
leverage the independent audit reports provided through Microsoft’s Trust Center. 

 The approach assumes automation to achieve stated benefits 

 

1. Establish Validation Procedures Including Cloud and Cybersecurity SOPs 

 

Standard operating procedures are essential for computer systems validation. Many 
companies may already have a set of standard operating procedures that provide governance 
for validation. However, most companies neglect to establish procedures for validated 
systems in the cloud and procedures that address Cybersecurity in validated systems 
environments. The complete list of standard operating procedures you will need, at a 
minimum, are highlighted in the table below.  It should be clearly understood that using 
Dynamics 365 implies that you are outsourcing a portion of your system infrastructure and its 
responsibility. Therefore, some of the typical standard operating procedures that you would 
normally develop are not necessarily required. You must have a standard operating procedure 
that addresses cloud computing and the outsourcing of validated IT infrastructure to an 
external cloud provider. You must also have a Cybersecurity SOP that addresses the need 
for Cybersecurity qualification and testing as well as how to address a specific cyber event. 

 

 

 

 

 

Establish Validation 
SOPs
Incl Cloud & Cybersecurity

01
Conduct Risk Ass’mt
To Determine Level 
of IV&V Rigor

02
Automate 
Requirements 
Traceability

03
Min. Document 
Cycle Times 
w/Electronic Sig.

04

Leverage Supplier 
Validation 

Documentation

05
Automate 

Requirements Tracking 
& Management

06
Leverage 

Independent Vendor 
Audits (SOC) Reports

07
Automate Test 

Script Development 
& Execution

08

Real-Time 
Validation Project 
Tracking & Mgt

09
Standardize IV&V 
Doc Templates For 
Consistency

10
Develop Re-usable 
Test Script Library11

Conduct 
Cybersecurity 
Qualification (CyQ)

12
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2. Conduct Risk Assessment To Drive Level of Validation Rigor 

 

A typical question that is asked on every validation project is “…how much validation testing 
do I need to do?”  The extent of validation testing depends on several factors including the 
level of risk of the system to be validated, customizations/integrations, and its impact on 
regulated processes. For all commercial off-the-shelf and bespoke software development 
projects, a risk assessment is mandatory.  The higher the risk, the greater the validation due 
diligence. The lower the risk, the lower the validation due diligence.  You should always 
conduct a risk assessment for Dynamics 365 validation projects. 

 

3. Automate Requirements Traceability 

 

A mandatory validation activity is the traceability of validation test scripts to each user, 
functional, and design (if bespoke development) requirement. This is a very laborious and 
tedious process which can sometimes be error-prone.  An effective strategy for validation is 
the automation of this process to ensure accuracy and compliance. 

 

4. Minimize Document Cycle Times With Electronic Document Approval 

 

Lean validation strategies demand the elimination of any processes that are wasteful and do 
not add value.  Paper document processes are inherently inefficient and thus waste valuable 
time and energy required to print documents, manually markup and review documents, 
endorse each document with a handwritten signature, and scan documents back into an 
electronic system. 21st-century approaches use electronic signature for route review and 
approval of documents in an efficient manner. Some clients recognize a 60 to 80% decrease 
in document cycle time requirements. 

 
5. Leverage Supplier Validation Documentation 

The FDA recognizes that some suppliers provide a starting point for computer systems 

validation. The FDA clearly states in their latest guidance document that “... If the vendor can 

provide information about their system requirements, software requirements, validation 

process, and the results of their validation, the manufacturer can use that information as a 

beginning point for their required validation documentation…”  The Microsoft Dynamics 365 

Validation Toolkit delivered with ValidationMaster™ includes a comprehensive set of out-of-

the-box user requirements, Installation Qualification test scripts, operational and performance 

qualification (OQ/PQ) test scripts and validation document templates that can be easily 

leveraged.  The availability of this information significantly streamlines the validation process 

and represents an excellent starting point.  ValidationMaster™ is a comprehensive enterprise 

validation management system designed to manage the full lifecycle of validation 

documentation and testing. The requirements and test scripts for Dynamics 365 are already 

loaded within the system providing an excellent starting point for the validation of the system. 

 

6. Automate Requirements Tracking and Management 

In keeping with the theme of lean validation, it is commonly known that validation tasks are 

typically manually-driven.  These tasks such as requirements management and tracking 

should clearly be automated for greater process efficiency and compliance. CloudMaster 365 

validation accelerator includes a comprehensive set of requirements for the out-of-the-box 

functionality of Dynamics 365 already loaded into ValidationMaster as a starting point. As you 

add additional capabilities to the system you will have the ability to add or redact requirements 

according to your unique business needs. 
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FDA clearly 

states in their latest 

guidance that “… if 

the vendor can 

provide information 

about their system 

requirements… the 

manufacturer can 

use that information 

as a beginning point 

for their required 

validation 

documentation…” 

 

7. Leverage Independent Vendor Audits (SOC Reports) 

If you have selected Microsoft Dynamics 365, your acquisition of the software implies your 

desire to outsource a portion of the responsibility for the management and control of your 

validated systems environment. Given that the supplier (Microsoft) is responsible for the 

infrastructure and software, it is therefore important that you confirm in some way that the 

supplier is following industry-standard procedures, best practices and controls to ensure the 

protection of the system and data integrity over the life of the validated system. 

 

8. Automate Validation Test Script Development and Execution 

Validation test script development and execution is the most laborious part of computer 

systems validation. The ability to generate validation test documentation is essential to 

providing the documented evidence required by the FDA and other global regulatory 

agencies. ValidationMaster™ is designed exclusively to streamline this process and automate 

test script development and execution.  ValidationMaster™ can be set up with fully automated 

test scripts that run on their own at a predefined time or semi-automatic test scripts that allow 

the validation engineer to navigate through the test scripts while online. The test scripts are 

always captured in an automated way, but the validation engineer has the option of choosing 

how they would like to execute the scripts. Automated test scripts are reusable, facilitating 

regression testing after the initial validation exercises complete. For lean validation projects, 

having the ability to automate validation test script development and execution is essential. 

 

9. Deliver Real-Time Validation Project Tracking 

Once a validation project is underway, tracking and managing the project can be somewhat 

challenging using manual processes. Some validation teams use spreadsheets, Word 

documents, and other tools to track the progress of validation task deliverables.  

ValidationMaster™ allows you to easily track and manage your validation project with the 

visual dashboard highlighting the status of the project, issues, requirements coverage, key 

incidents, risk, and other relevant information delivering actionable intelligence for your 

Dynamics 365 validation project. 

 

10. Standardize Validation Document Templates For Consistency 

For all validation projects, it is essential to have standard validation document templates for 

consistency and quality. Enforcing the use of standard document templates can be somewhat 

challenging if the discipline to use such documentation is not easy to enforce from an end-

user standpoint. Having a system that automatically enforces the use of these documents can 

help user adoption of quality processes essential to ensuring compliance. The 

ValidationMaster™ includes a comprehensive SharePoint portal with Dynamics 365 validation 

templates preloaded for your convenience. When exporting IQ-OQ-PQ documents, 

requirements documentation or other validation reports, the documents enforce the use of 

standardized templates during the production of such documentation. 
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Validation is not a 

one-time event. As the 

system changes over 

time, validation 

documentation must 

be changed and 

regression testing 

conducted to ensure 

that the system is 

maintained in a 

validated state and 

operating as designed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

11. Develop a Reusable Test Script Library To Help Maintain The Validated State 

Validation is not a one-time event. As the system changes over time, validation documentation 

must be changed and regression testing conducted to ensure that the system is maintained 

in a validated state and operating as designed. Another laborious and wasteful validation 

process is the re-creation of test scripts after a change or enhancement is made to a validated 

system.  Having a set of reusable test scripts that can be rerun without rewriting eliminates 

costly time and effort expended for the redevelopment of these vital documents.  The 

ValidationMaster™ allows you to capture a reusable test script library for each of your 

validated systems. These test scripts can be reused as needed when system enhancements 

occur. In a cloud environment, system changes happen more frequently than in an on-premise 

environment. Thus, it is necessary to have an easy way to manage change control. 

 

12. Minimize Cyber-Attacks – Conduct Cybersecurity Qualification (CyQ) 

Cyber-attacks are an unfortunate fact of life for every company no matter what size. It is not 

a question of if you will be subject to a cyber-attack, but when. Validated systems include data 

essential to quality and regulatory processes as well as information necessary to achieve 

compliance. Therefore, the systems must be protected at all times. One cannot eliminate the 

potential for a cyber-attack, but you can minimize the probability of a cyber-attack by changing 

your validation strategy. In addition to IQ-OQ-PQ testing which is common for all validated 

systems you should also conduct CyQ (Cybersecurity qualification).   Dynamics 365 and 

Azure represent a change in the way systems are deployed. Validation strategies must be 

changed to keep up with the pace of changing systems environments. 

As we discuss best practices and strategies for the validation of Microsoft Dynamics 

365/Azure, these principles will come into sharper focus.  The overall strategy for validation is 

illustrated in the figure below. 
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The Microsoft Dynamics 365 Validation Strategy 

Cloud-based systems must be validated.  It is not correct to assume that because a 

system like Microsoft Dynamics 365 is in the cloud that validation is no longer required.  

The principles of validation endure.  However, the strategy for validation changes.  The 

overall strategy for Dynamics 365/Azure is illustrated in the figure below. 

 
Figure 4 - Dynamics 365/Azure Validation Strategy 

To understand the implications of validating the cloud-based Microsoft Dynamics 

365/Azure ERP system, it is important to look first at the architecture of the overall 

system.  First, the system is developed in a fully cloud-based environment. There is no 

software to install rather the software is “provisioned” in a hosted environment by the 

designated system implementation team. The provisioning process must be 

documented.  

ISPE GAMP 5® recommends a supplier audit for all commercial off-the-shelf software 

applications. The first order of business for the validation of a Dynamics 365 cloud-

based system is to complete the supplier audit process in accordance with your internal 

SOP’s. Microsoft provides online tools to assist you in understanding and documenting 

compliance through its Microsoft trust center (https://www.microsoft.com/en-

us/trustcenter/).  This is a fantastic resource that provides everything you need to 

conduct the supplier audit.   

We strongly recommend that you collect and archive with your validation package the 

Service Organization Control (SOC) reports provided at no charge by Microsoft. These 

reports were prepared by an independent American Institute of Certified Public 

Accountants (AICPA) accounting organization and document all the controls within the 

Microsoft data center. These reports are trusted and endorsed by the independent 

auditor therefore every Microsoft Dynamics 365 user does not have to conduct their 

own independent audit. This is critical for you to understand and should provide a level 

of confidence that the system has been examined by an independent third-party and 

the specific controls have been confirmed.  

Dynamics 365/Azure Validation Strategy

System Provisioning 
Cloud provisioning of Dynamics 365/Azure and 
collection of SOC Reports. Setup and configuration 
of DEV, TEST & PRODUCTION environments.

Validation Planning
Draft and review of all validation planning 
documentation including the VMP, Risk 
Assessments, 21 CFR Part 11 Assessment, et al.

Requirements Planning & Development
Draft and review of all user, functional, and design 
requirements including documentation of all 
customizations.

Validation Summary 
Comprehensive summary of the validation 

exercise.  Draft Validation Summary Document and 
System Release memo.

Validation Test Planning & Execution
OQ/PQ and UAT test script development and 

execution.  Requirements traceability and post-
approval.

Cybersecurity Qualification (CyQ)
Confirmation and testing to determine the extent 

to which plausible threats can exploit system 
vulnerabilities.

Validation Project Archival
Collection of all validation document deliverables for 
archival under approved change control procedures.

Installation Qualification (IQ)
Qualification of the PRODUCTION system 
environment.
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The SOC reports should be archived with the final validation documentation and made 

available to the Agency for inspection with other validation document deliverables.  This 

is the first key step in validating Microsoft Dynamics 365 and Azure. 

Roles and Responsibilities in a Cloud Environment 

When validating systems in the cloud environment versus an on-premise environment, 

the responsibilities for the controls and compliance of the validated system change.  In 

an on-premise environment using packaged software, your company is responsible for 

everything from the networking to the application. Therefore, all IT controls are your 

responsibility. However, with Dynamics 365 delivered as IaaS/PaaS, you are 

responsible for the data and applications but the infrastructure and platform are 

outsourced and managed by Microsoft. 

 
Figure 5 - Cloud Roles and Responsibilities 

      
Roles and responsibilities should be documented within the Validation Master Plan.  The 
service level agreement should be reviewed to ensure that its terms are compatible with 
your business from a compliance perspective and business perspective. 
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Did you 

Know?  

Systems cannot 

be validated without 

user requirements.  

Requirements 

define the intended 

use of the validated 

system. 

Validation Planning 

Validation planning is the first phase of validation.  During the validation planning phase, 

you should determine the strategy for validation and how you intend to confirm that 

Dynamics 365 meets its intended use.  Many of the out-of-the-box product features can 

be leveraged in life sciences organizations.  However, when 3rd party applications are 

used in conjunction with Dynamics 365, you must consider during planning if these 

applications are subject to validation. When validating Dynamics 365, the following key 

considerations must be documented in the Validation Master Plan. 

 
Key Considerations  
 

1) Installed 3rd Party Integrations  

It is important to understand the full roster of 3rd party software (non-Microsoft) 

applications that will be installed with your D365 system.  3rd party vendors are 

subject to audit.  You should also confirm the compatibility of these solutions 

with D365. 

2) Software Customizations 

D365 is a configurable application.  Custom software is any application that 

requires CODING (software development).  As a rule of thumb, the more 

customization, the greater the level of validation due diligence required.  If you 

customize D365, these customizations must be maintained and validated. 

3) 21 CFR Part 11 Electronic Records; Electronic Signatures 

During the planning stage, it is important to determine if the system is subject 

to 21 CFR Part 11.  If the system is to be used in Europe, you must also 

consider EU Annex 11 directives. 

4) Cybersecurity  

In today’s cloud computing environments, cybersecurity is a major imperative.  

For validated systems that house regulated information, it is critical that 

cybersecurity strategies be addressed.  We recommend Cybersecurity 

Qualification (CyQ) for validated systems.  This is discussed later. 

5) Standard Operating Procedures For Validation Governance 

You cannot validate any computer system without a set of SOPs that provide 

governance for validation.  It is strongly recommended that you confirm that 

your SOPs are approved and effective before embarking on validation 

activities.  Most importantly, you will need a cloud SOP that provides 

governance for the use of cloud service and you will need a Cybersecurity SOP 

that provides policies and procedure to manage cyber threats.  This SOP 

should require qualification of cybersecurity efforts. 

6) Cloud Supplier Audit 

There are two ways to conduct audits for cloud services: (1) On-site audits or 

(2) independent audits.   Cloud supplier audits are essential.  It is recommended 

that Service Organization Reports (SOC 1/ SOC2 /SOC3) during the planning 

phase are archived with the validation package.
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Validation Testing & Qualification 
 

Validation testing and qualification is the most laborious part of the validation process.    
Computer systems validation is designed to confirm that a system meets its intended use 
and is installed in a consistent, repeatable manner.    From a business perspective, most 
executives consider the validation process as a legal best practice and compliance 
mandate.   Although they understand the regulatory imperative, they all would like to 
streamline the validation effort in terms of cost and level of effort.  Compliance and business 
objectives are often in conflict.  However, automation could be the key to achieving both 
compliance and business objectives in a manner that does not compromise compliance but 
optimizes the validation process. 

 

This section will discuss the testing and qualification processes and how we can use 
automation to achieve business and compliance objectives.

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Installation Qualification (IQ) 

As previously mentioned, Installation Qualification (IQ) is designed to confirm that 

systems are installed in a consistent, repeatable manner.  The FDA definition states 

that IQ testing should “establish confidence” that systems are installed according to 

software vendor specifications.  In the past, with on-premise installations, validation 

engineers drafted validation test scripts beginning with the installation of the operating 

system through each installed component.  The goal was to confirm that the system 

could be correctly installed every time and that the sequencing of the installed 

components was correct and in line with recommendations from the software vendor.   

This process profoundly changes when validating in the cloud.  Cloud systems such 

as Dynamics 365 in an Azure environment are provisioned through Microsoft Lifecycle 

Services by the implementation team.  Systems are not necessarily provisioned directly 

on physical servers in many cases.  Virtualization technology is used.   Virtual 

technologies add another layer to the installation process.  Validation Engineers must 

observe the following considerations when qualifying Dynamics 365. 

 

1) Configuration and Number of Servers 

It is important to document the required configuration and number of servers 

required for validation.  It is important to confirm that Lifecycle services properly 

sets up and configures the servers according to your validation test plan. 

2) Verification of Automated Provisioning Process 

D365 is provisioned using Microsoft Lifecycle Services (MLS).  MLS is software 

which adds another layer of complexity to the installation and qualification of 

the system.  It is critical that this automated provisioning process be qualified 

and documented for validation. 

3) Confirmation of System Accessibility 

Once the system is provisioned, it is important to confirm system accessibility 

during the qualification process.  The validation engineer must confirm that 

authorized users are correctly setup and have access to the system. 

 

 



W H I T E P  A P E R  
 

 

Page 14 of 22 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Operational/Performance Qualification (OQ/PQ) 

Operational Qualification validation testing confirms that a system “operates” or 

functions according to pre-defined user requirements.  Each defined user requirement 

should be traced to a specific test script that confirms the operation of the system.  For a 

comprehensive ERP system such as Microsoft Dynamics 365, there may literally be 

hundreds of requirements, thus, hundreds of test scripts to confirm that the system meets 

its intended use.  The development and execution of OQ test scripts represents a 

significant part of the effort in the overall validation of the system.   

 
As mentioned during the planning section of this white paper, the business objective to 

streamline validation and the compliance mandate from regulatory agencies to confirm 

that the system meets its intended use both must be satisfied.  To accelerate or 

jumpstart validation efforts, CloudMaster 365™ has been developed.   

 

 
Figure 6 - CloudMaster 365 Validation Accelerator For D365 

CloudMaster 365™ includes (3) key components: 

 
1) ValidationMaster™ Enterprise Validation Management System 

Automation is the key to streamlining and optimizing the validation process in a 

“lean” manner.  ValidationMaster™ is a comprehensive enterprise validation 

management system.  Although ValidationMaster™ is an “accelerator” for 

Dynamics 365, it is “application-neutral”.   Thus, in addition to the validation of 

Dynamics 365, it can be used to validate ANY computer system or mobile 

technology. It is designed as a “single source of truth” for validation projects. 

ValidationMaster™ includes an intelligent dashboard showing the status of 

validation requirements management, incident management, validation testing 

and much more.  It also includes a comprehensive requirements management 

system to manage user, design, or functional requirements, an incident 

management system, a validation Kanban board to support lean validation, 

TestMaster™ automated test script development and execution, validation risk 

management, CAPA, non-conformance, training, custom reporting, audit 

management and validation document management through the 

ValidationMaster™ portal.  The system also uses DocuSign® for 21 CFR Part 

11 electronic signatures for approval of validation documentation and to help 

reduce document cycle times. 

Validation is NOT a one-time event.  When you validate the Dynamics 365 

system, you must maintain the validation of the system over time.   

 

 

01
ValidationMaster ™ is an 
automated Enterprise Validation 
Management & Quality system 
designed to support automated 
test preparation and execution, 
requirements management, 
validation content management, 
incident management as well as 
quality and risk management.

02
User Requirements are the starting 

point for computer systems 
validation.  CloudMaster 365 ™ is 
pre-loaded with a full set of “out-

of-the-box” user requirements for 
Dynamics 365 including 21 CFR Part 

11 requirements. 

03
CloudMaster 365™ includes a full 
set of IQ/OQ/PQ test scripts traced 
directly to user requirements 
within the ValidationMaster 
system.  These scripts are designed 
to accelerate the validation effort. 

CloudMaster 365™
Validation Accelerator For
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Utilization of manual Using ValidationMaster™ as a starting point, you can 

accelerate your validation effort and track/manage the validation of Dynamics 

365 over its full lifecycle.  The test scripts in ValidationMaster™ are reusable 

and can be used to support validation efforts over time. 

2) User Requirements Specification For Microsoft Dynamics 365 

All validated systems must begin with a set of user requirements.  Packaged 

software applications such as Microsoft Dynamics 365 deliver a rich set of 

features and capabilities out of the box.  CloudMaster 365™ Validation 

Accelerator includes a comprehensive set of requirements for all modules of 

Dynamics 365.  This is an excellent starting point for validation.  The 

requirements are pre-loaded into the requirements module and are linked to 

their respective OQ Test Scripts.  Thus, traceability is automatically established.  

Once the system is provisioned and your team adds specific requirements to 

the existing ones for your unique implementation of Dynamics 365, the 

requirements document can be exported from ValidationMaster™ in your SOP-

approved document template. 

3) IQ/OQ/PQ Test Scripts & Validation Documentation Package 

The final part of the CloudMaster 365™ Validation Accelerator is a 

comprehensive set of test scripts and a complete validation documentation 

package (Validation Master Plan, Validation Test Plan, Configuration 

Specification, Risk Assessments, Validation Summary Document, etc.) to 

support the validation of Dynamics 365.  The test scripts are pre-loaded into 

ValidationMaster™ and traced to their respective user requirements. This 

significantly streamlines the validation effort and eliminates the wasteful 

process of manually tracing requirements to test scripts.  Of course, any new 

requirements would have to be linked to their respective new test scripts but 

this is made easy using ValidationMaster™. 

 
The CloudMaster 365™ Validation Accelerator comes with the ValidationMaster™ system at no 

additional charge.   Additional services may be leveraged to execute the test scripts and to 

develop additional test scripts to support your unique validation requirements.   CloudMaster 

365™ ensures that business and compliance objectives can be mutually achieved and lean 

validation principles are applied throughout the validation process.  
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User Acceptance Testing (UAT) 

User Acceptance Testing is critically important to Dynamics 365 validation.  User 

Acceptance Testing confirms that users can perform the specific processes required 

by their jobs.  These test scripts are typically developed by the end user community.  

To recap, the levels of testing required for validation are illustrated in the figure below. 

 
Figure 7 - Types of Validation Testing 

 
Although UAT test scripts are developed by the user community, manual test script 

development processes often imped their ability to draft and execute test scripts in a 

timely manner. 

 

The ValidationMaster™ system assists with this effort.   The system includes a feature 

known as TestMaster™ which allows users to easily navigate through the features of 

Dynamics 365 and record test scripts for execution.  When validating Dynamics 365, 

it is important to understand the full team involved in the preparation of validation due 

diligence.  Often the focus is only on the needs of the validation team and not the user 

community tasked with developing UAT test scripts.  For lean validation projects, 

ValidationMaster™ eliminates manual processes for UAT and optimizes their work 

stream to ensure compliance, quality and efficiency.  An important benefit of using this 

system is the reusable test script library required for continuous testing in the cloud 

and the ease of creating, routing, review and electronically signing UAT test 

documentation.   

 

Just as Microsoft Dynamics 365 and Azure revolutionize integrated ERP systems, 

ValidationMaster eliminates the “silos” of technology used for validation and delivers 

a system which seamlessly integrates the technologies use for validation into an easy-

to-use and maintain system. 
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Validation Document Control 

An essential process for any validation project is the document control process.  

Validation documents are key deliverables of validation thus, to support lean validation, 

it is critical for organizations to establish and maintain a document management system 

with sufficient capabilities to manage controlled documentation to support validation.   To 

support lean validation, it is important to adopt electronic signature processes to 

streamline the approval of validation documentation.   An SOP for electronic records and 

document control must be established to ensure compliance.
 

 

Establishing an 

effective document 

management and 

control strategy is 

essential for any 

validation process. 

To support lean 

validation, it is 

important to adopt 

e-signature 

processes to 

streamline the 

approval of 

validation 

documentation 

 

 

 

Maintaining the Validated State 

Microsoft Dynamics 365 is a cloud-based system.  Maintaining the validated state 

presents new challenge in the cloud. 

 
• How do you effectively manage changes in the D365 environment? 

• How often should you test D365? 

• How do you keep track of changes in the Azure/D365 validated systems 
environment? 

• What documentation do I need to support the validation of 

Dynamics 365/Azure? 

• What happens if I need to add a new 3rd party application or 

customization to Dynamics 365/Azure? 

• How should we handle service packs, hot fixes and updates? 

• What about updates to the Azure environment? 

• How do we ensure that cloud controls are kept up to date by 

Microsoft? 

 
It is important to have SOPs in place to help manage the validated state.  The cloud 

does not mean you relinquish responsibilities for maintaining the validated state.  You 

are outsourcing some of these responsibilities to the service provider (Microsoft).  Thus, 

it is important for you to understand how to manage Dynamics 365 in a validated state and 

what tools are at your disposal.  Microsoft has established a Dynamics 365 Administration 

Center to help clients track and manage their instances, updates, service health, backup & 

restore and applications.  The system provides a status of each instance and even when 

each instance is scheduled for an update and the type of update.  Validation Engineers 

may use this information to determine when the system changes and how often the system 

should be tested. 
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The Impact of IoT on Validation 

One of the most significant developments in the enterprise computing world is the 

implementation of the “Internet of Things (IoT)”.  IoT is used to connect machine to 

machine in the cloud.  In a practical business sense, this has significant implications on 

the solutions that can be developed with Dynamics 365.  However, there are other 

implications as well that validation engineers must be aware of. 

 

• System Security – In a validated systems environment, security challenges are 
paramount.  This is a new domain in the world of validated systems.  The FDA has 
issued new cybersecurity draft guidance which addresses issues of security.  In 
the system security plan, it is important to define the vulnerabilities and controlled 
risks associated with IoT. 

• Data Integrity – IoT requires the storage of large volumes of data, and maintaining 
this data over time.  Validation engineers are responsible for ensuring that the 
integrity of the data going into and out of Dynamics 365 is sound.  Also, 
consideration must be given to the investment required for the storage and 
maintenance of this data in keeping with GxP and other regulatory requirements. 

• Increased System Complexity – Dynamics 365 and its IoT capabilities add new 
layers of software/hardware and other technologies to facilitate connectivity of 
devices to the cloud.   This complexity requires more validation due diligence.  The 
use of IoT must be considered in the planning/testing phases of the validation 
project. 

• IoT Monitoring – Validated systems are indeed controlled systems environments.  
IoT devices or “things” connected with Microsoft Dynamics 365 must be monitored 
to ensure connectivity and determine when these “things” drop off line.  Monitoring 
is a key challenge for IoT connected to validated systems.  The strategy for 
monitoring and compliance should be documented with the validation package. 

Careful consideration must be taken when using IoT in conjunction with 

Microsoft Dynamics 365.  Supplier audits, connectivity and documentation must 

be in order to support the use of this technology.  In the absence of clear 

guidance on the use of this technology, one should apply the principles of 

validation and quality to ensure compliance. 
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The FDA is not 
interested in regulating 

low-risk devices or apps. 
 

  

Considerations for Microsoft AppSource 

Recent FDA Guidance for mobile apps is the closest guidance for the management of 

apps.  On February 9, 2015, the FDA issued the “Mobile Medical Applications – Guidance For 

Industry and FDA Staff.”  In the guidance, the FDA defines a “mobile app” as “a software application 

that can be executed (run) on a mobile platform (i.e., a handheld commercial-off-the-shelf computing 

platform, with or without wireless connectivity) or a web-based software application that is tailored 

to a mobile platform but is executed on a server.”    

 
One would think that the FDA would be against the use of apps with validated computer 
systems.  However, in the guidance referenced above, the agency said it would regulate 
mobile applications according to the risk they posed to consumers.  As a general rule of 
thumb, unless an app is a medical device that makes specific medical claims to treat or cure 
a disease, or is stored or analyzed patient-specific medical data, the agency said it would not 
regulate the device.    Recent clarification confirms that the FDA is not interested in regulating 
low-risk apps.  However, for validated systems, you must be careful when integrating apps in 
the Microsoft Dynamics 365 environment. 
 
Although apps are not strictly regulated, if they are integrated with a validated system, there 
are several considerations to ponder when leveraging apps from the Microsoft AppSource 
store: 
 

• Source Provider of the App – For all validated systems, the technology provider 
must be audited.  In many cases, the App provider is not necessarily Microsoft. 
You will need a strategy to address this challenge.  Clearly you do not want to be 
in a position to audit each and every app provider.  Thus, you need to consider 
which ones are used and assess them according to risk. 

• Regression Testing – Just as any other integration, apps are subject to validation 
testing and regression testing if apps are updated.  You will need SOPs in place if 
you use apps to determine how to manage them. 

• Documenting Apps – apps should be documented along with all other software 
integrated with Microsoft Dynamics 365. 

Apps are an excellent way to enhance Dynamics 365.  Care must be taken to 
ensure that apps are thoroughly tested and are in compliance with current 
guidelines.  Apps should be treated like all other integrations.   
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Final Thoughts 

To better align business strategies with information technology, ask your IT executives 

to evaluate the cost and impact of delays and barriers posed by non-value producing 

downtime in IT processes: 

 
• Embrace Lean Validation Strategies – As your organization seeks to  

optimize processes to support cloud technologies, you will want to 

embrace lean validation practices for the validation of Dynamics 365/Azure 

and beyond. Lean strategies are designed to eliminate waste and ensure 

a more efficient process.  You will want to update your procedures to 

support a more agile, lean process. 

 
• Conduct CyQ Assessment – When validating systems in the cloud, 

validation processes must change.  In addition to IQ/OQ/PQ testing, you will 

need to add cybersecurity qualification (CyQ) to your validation processes. 

Validation Engineers must not ignore the clear and present dangers posed by 

cyber criminals.  Cyber threats are real.  Remember to leverage the Microsoft 

Trust Center for valuable resources to assist in this effort. 

 
• Leverage Independent Audit Reports – When validating computer 

systems, the FDA and GAMP 5 require vendor audits to ensure compliance.  

Remember, when you are using cloud environments you are outsourcing your 

infrastructure to Microsoft, thus, you need to confirm that they are managing 

the controls in an appropriate manner.  Remember to include the AICPA 

Service Organization Controls (SOC 1/ SOC 2/ SOC 3) Reports provided 

through the Microsoft Trust Center.  The Trust Center is an excellent resource 

for all things compliance related and you will find the reports you need to 

complete your validation due diligence on Microsoft. 

 
• Leverage Automation – The CloudMaster 365™ validation accelerator is 

an innovative solution designed to help jumpstart your validation initiatives. 

CloudMaster 365™ is included with the ValidationMaster™ Enterprise 

Compliance Management system and comes pre-loaded with a full set of 

user requirements, test scripts and other documentation to support the 

validation of Microsoft Dynamics 365/Azure.   Cloud validation strategies 

demand a new approach.  Rather than creating validation documentation from 

scratch, you can leverage a fresh, automated approach to accelerate your 

validation initiatives. 

 
• Develop Cloud and Cybersecurity SOPs – Today’s validation engineers 

must update their current SOPs to reflect the use of cloud technologies.  

SOPs provide governance for the validation process yet many companies 

do not have SOPs that cover cybersecurity or the use of cloud technologies.  

You will need to update your current procedures to ensure compliance with 

these technologies. 

 
• Carefully Consider Using IoT and AppStore – Apps and IoT are 

emerging in the Microsoft world.  The principles of validation still endure.  

App may not be strictly regulated but they must be deployed with the same 

care and due diligence as other applications.  When using IoT, carefully 

consider risks, connectivity and data integrity as IoT is incorporated into your 

ERP strategy. 
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